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VPN Konfigurationsanleitung ftr folgende Modelle:

FVS338, FVX538, DGFV338, DG834/B/G/GB und altere Router (vertreten durch
FVS318v3)
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Diese Anleitung beschreibt die Konfiguration einer VPN-Verbindung zwischen
Routern unter Verwendung unterschiedlicher Firmwares. Zuséatzlich enthalt die
Anleitung die Konfiguration eines ProSafe VPN-Clients in Verbindung mit
verschiedenen Routern.

Diese Anleitung setzt voraus, das die beteiligten Router direkt eine offizielle IP-
Adresse besitzen und nicht hinter etwaigen vorhandenen anderen Routern laufen
(z.b. FritzBox).

Contents:

1.1 Client to FVX538/FVS338/DGFV338
1.1.1 with ModeConfig
1.1.2 without ModeConfig

1.2 Client to old Routermodels (FVS318v3 as example )

1.3 Client to DG834/B/G/GB

2. Router to Router
2.1 FVX538/FVS338/DGFV338 to FVX538/FVS338/DGFV338
2.2 FVX538/FVS338/DGFV338 to older models (FVS318v3 as example)
2.3 FVX538/FVS338/DGFV338 to DG834/B/G/GB
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1.1 Client to FVX538/FVS338/DGFV338

1.1.1 with ModeConfig _(using the DGFV338 as example)

Picture 1.1.1.1:

NETGEAR
~ mosaEl

NETGEAR PraSafe ¥PN Vireless ADSI Gateway DGEYE3E

ROSAFE
Né‘iwhrﬁ _é,h‘rifigur-atihn' Security : A&l;ilinisi:l‘a‘ﬁn,tl ‘Monitoring Web Support
Policies VPN Wizard Cartificates Muode Canfig WEN Clism Connection Status

Add Mode Config Record

Logout

First Pool:

Second Pool:
Third Pool:
WINS Server:

ONS Server:

Record Mame: [ClisntModeCaonfig

starting IF10 o0 o ]
searting 10 o ||
staming IRn | [0 ] ]
PrimargE.D-D-D
PrimargE.D-D-D

Ending IR0 Jlo Jfo Jfes5 |
Ending IPDDDD
EndingIrln Jfo o o]
SecondargEl-El-El-El
SecondargEl-El-El-El

Wi Key Gmup:'| DH Group 2 (1024 bit) =]
S Liferime: (28800 Seconds -]
Encryption &lgarithm:
Integrity A&lgorithm:
Local IF F\ddress:--El-El
Local Subnet Mask:---El

Apply

Redet
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Picture 1.1.1.2:

& s

| Operation succeeded,

Mode Config Record

Do you .wé.nt"hi'l_ls!!_ ledg'_(!oriﬁﬁ',ﬁétnud'?_ ;
& vas fal Policy Mame:
Select Mode Config Record: CligntModeConfig Direction / Type: .- espander v

Exchange Mode:

EAggressive |-

Select Local Gatewsy: % apnse 7 Ethernet Identifier Type : | FQDH e
Identifier Type: | FQDM e Identifier:

TKE 5A Parameters

Encryption algorithm:
Authentication Algarithrm:
f\u':hentii:ét_i'c-:ri-l\"_l'etﬁg-d_:'- & Pre-chared kay {7 RSA-Signature
FPre-zhared key: .- (Ko engii - 249 Crr
Diffie-Hellman (DH) Group: [ Group 2 (1024 big) 1‘

SA-Liferime (sec) |28500

Extended Authentication

XAUTH Configuration
& Mone

Authentication Tupe: 3 a Jage
e —
Password: I

] Edge Device
' IPSec Host
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Picture 1.1.1.3:
f e e S _—
(ﬁ ecurity Policy Editor -
File Edit Options Help

alm | xal NETGEAR LS|

Mebwark Security Paolicy

e mE ]

‘—F_I My Connections - Eonhrection 5eclrity
8y client . o Secure e ¥ Only Conriect M anually
i % Other Connections " Mon-secure %

(™ Black el

—Remote Party Iuﬂentit_u and Addrezzing
ID Type |IP Subnet ~|
Subhet: j1 92.168.0.0

hask: 1255.255.255.0
Protocol i.-'l'-.ll "ri Part |"i"'!| ;”

V! Hze iSecure Gateway Tunnel ;]

D Tvpe IDDmain M ame _;! !Gatewa_l,l Hosthame ;_I

vas_ll:ncal.cnm ibeisser.lefti.net
Picture 1.1.1.4:
‘N security Poticy Editor - Prosafe VPN Client mE <

File Edit ©Options Help

=] NETGEAR |§]

Mebwark Security Paolicy

=21 My Connections — Muldestity

=8y client A Pre-Shared Key I
| T My ldertiy Select Certificate

: # £ Security Policy INDHE ;!
2 % Other Connections D Tupe Pt

I Domain Mame ;! I.c‘a.il _'I !

ifvs_remu:ute. com

—Secure Interface Enhfig_ula_tiun
Wirtual Adapter I Prefered ;I

Interrial Network IP Address |0.0.0.0

— laternet Interface

Iame: l,-'i'-.n_l,l ;!

AP Addr Ay
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Picture 1.1.1.5.1:

Global Policy Settings x|

Retranzmit Interval [zeconds]:

Mumber of reties:

11.

TCP Ercap Lacal Part:

¥ Send status notifications to peer hosts
v Allows to Specify Intermal Metwark, Address
¥ Enable IPSec Logging

™ Smart card removal clears keys

¥ Enable NonP Traffic

0k, Cancel

Picture 1.1.1.5:
N security Poticy Editor - NETGEAR ProSafe VPN Client o0&
File Edit Options Help

a NETGEAR LY

Metwiark Security Policy

=21 My Connections —Security Policy
= @ client . —Gelect Phiase 1 Megutiat:u:-n bMode ————
[ Myldetity o
= B3 ety Poiicy o
woMly Other Connections & Agoressive Mode

™ Use Manual Keys

¥ Enable Perfect Forward Secrecy [F'FS_]

EFS Key Group | DiffieHelman Group 2 |

¥ Enable Feplay Detection
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1.1.2 without ModeConfig

Picture 1.1.2.1:

E

Add Mew WP Palicy

Mode Eonfig Record

Do you want to use Mode Config Record?

Select Made Config Record:

lienthodeond ] Direction / Type:
Exchange Made:

Select Local Gateway:

STattia

* ADSL €l Etherneat Identifier Type : | FQDN -
I_\:Ientiﬁ'ar-.'ifgpé: FooM - ,I-denti.ﬁ'.él':,

CIKE SA Parameters:

Encryption Algorithm:
futhentication Alasrithm:
Authentication Method: (% Pre-chared kay ) RS#A-Signature
_Ere-sha're‘d._lé'e;t:' Hicre Lonvph - 43 Char)
Diffie-Hellman (DH) Group: | Group 2 (1024 big) = ||

SA-Lifetime (z2c): 28800

Extended Authentication

HAUTH Configuration e
e Authentication Type: | Ls

L Mone ; :
£ Edqge Device

£ 1Pgec Host

lj.a__s_s:wwdr L

Username: | Ti
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Picture 1.1.2.2:

Add ¥PHN Policy

Palicy Nal"ne.'
olcs Type: [ Py~ =]
SelectLocal Gateway: & ADSL g WaAN Ethernet
Remste Endpoint: T 10 Address: EEED
& e T
I Ensble NetBIOS?
I Enable Rallouer?

i1 Teaffic Selection

coes v [ ] iioeste) (s 8

Start IP Address, DE Start IP Address, DD
EndIp Address: [ [ [ [ ] EndIPpaddress [ [ [ [
Subner Mask: [255 55255l | Subnermiazk: [ L 1

i mManual Policy Parameters

.SF‘I-Inco_mir(gh['—'—] 348 CHE= Y SPI-Cwtgaing:
I—fn';rl,gption Algorithm: | 3DES 3 TInreqrity Algorithmi | SHA-
Ket,l-.Im Key-In: |
e .

{5 Ty &SN T )

VOEs-H Char & ITES-28 TRk

i Au to Paolicy Ea,g‘a meters

24 Lifstime [25300
Encryption Algorithm: | 30ES £ I‘n‘t_nlagr"i_t't,I Algorit{'im}' SHA-1  x]

E'pps Kay Grou‘pi:l DH Group 2 (1024 bit) _’.";.I

Select 'IKE. F\Ui'ir_"y;. ! S E ;351

Netbios kann nicht aktiviert werden, da sonst keine “Single-IP” mehr angegeben
werden kann.
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Picture 1.1.2.3:

‘N Security Poticy Editor -

File Edit Options Help

alm | xal NETGEAR LS|

Mebwark Security Paolicy

e mE ]

f—'"_I My Connections — Eonnection Security
P ey client ) (¥ Secure e v Only Conriect Marually
i % Other Connectiohs i %

[ Block e

—Remote Party Iuﬂentit_u and Addrezzing

ID Type |IP Subnet ~|
Subnet: 1192.158.0.0

hask: 1255.255.255.0
Protocol i.-'l'-.ll "ri Part |"i"'!| ;”

V! Hze iSecure Gateway Tunnel ;]

D Tvpe IDDmain M ame _;! !Gatewa_l,l Hosthame ;_I

vas_ll:ncal.cnm ibeisser.lefti.net

Picture 1.1.2.4:

"N Security Poticy Editor - NETGEAR ProSafe VPN Client WE <

File Edit ©Options Help

] NETGEAR |§]

Metwork Security Policy

=20 My Connections — My Identity

B dlent Eathfiaata Pre-Shared Key I
03 My Ideniity Select Certificate

i 't@, Security Policy INDHE ;!
% Other Connections D Type Btk

I Damain Mame ;! I.c‘:.il _'I !

ifvs_remu:ute. com

— Secure Interface I:thig!.@tian
Yirtual Sdapter l Required ;I

Interrial Network IP Address {10,001

— Internet Interface

Mame: l,-’.'-.n_l,l L!

AP Adddr |Any
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GGf muss man unter Options -> Global Policy Settings die Option ,Allow to Specify
internal Network Address" aktivieren wie im folgenden Screenshot zu sehen:

"Global Policy Settings 1

Retransmit Interval [zeconds]: 45
Mumber of retries; 3
TCF Encap Local Port: 1]

v Send status notifications to peer hosts

I+ Allow to Specify Intermal Metwaork Address
[+ Enable IP5Sec Logging

[ Smart card removal clears keys

[ Enable NonIP Traffic

] 4 Cancel

Picture 1.1.2.5:
rN Security Policy Editor - NETGEAR ProSafe VPN Client ™ [=
File Edit Options Help

*] NETGEAR L

Metwiark Security Policy

| =24 My Conmections  Security Policy -
- =g client _ ~Select Phase 1 Megotiation Mode —
f 3 My [dentity
w0 B ; " Main Mode
-y Other Connections * Aggressive Mode

T Uze Manual Keys

¥ Erable Perfect Forward Secrecy [FFS]

EFS Key Group | DiffieHelman Group2 |

W Enable Feplay Detection
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1.2 Client to old Routermodels (FVS318v3 as example )

Picture 1.2.1:
IKE Policy Configuration

General
Palicy Mame

DirectionType
Exchange Mode

||:|ient
|Hespnnder j
|Aggressive bode j

Local
Local Identity Type

Local Identity Data

| Fully Qlualified Domain Mame j

|examp|e.dyndns.nrg

Remote
Remote [dentity Tyvpe

Remaote [dentity Data

| Fully Gualified User Name j
|clignt@

IKE SA Parameters
Encryption Algorithim

Authentication Algorithm
Authentication Method

Diffie-Hellman {DH) Graup
SA Life Time

|3DES "l
ISHA—1 "l

{v Pre-zhared Key

|nnnnnnnn
i~ RSA Signature (requires Certificate)
| Group 2 (1024 Bity =]
23800 {secs)

Apply | Cancel |
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Picture 1.2.2:

VPN - Auto Policy

General

Paolicy Marme In:lient
[KE policy Iu:lient vl

™ IKE Keep Alive Ping IP Address: |E| .|D .||:| .|E|

Remaote YPMN Endpoint Address Type: | IF Address j
Address Data: [192.168.100.100

SA Life Time [3600  ($econds)

100000 [Ebwtes)
M IPSe: PFS FFS key Grnup:l Group 2 (1024 Bif) j

Traffic Selector

Local P Subnetaddress )
Start P address: |1?2 .|16 .|E| .|D
FinishIP address: [0 .o .Jo .|
SubnetMask: 255 .Jz55 .o .fo

Remate P Single address 7|
StartIP address: |15z .|l16s .|l00 .[100
Finish IF address:ln .||:| .|E| .|D
Subnet Mask: |D .||:| .|E| .|D

AH Configuration

™ Enable suthentication Authentication Algurithm:l kAOG 'I

ESP Configuration

M Enable Encryption Encryption Algnrithm:l JDES 'I

W' Enable suthentication Authentication Algurithm:l SHAT vI

W MWETRIOS Enable

Back Ay Cancel
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Picture 1.2.3:

[W|security Policy Editor - NETGEAR ProSafe ¥PN Client o =] B9

File Edit ©Options Help

NETGEAR

Connect with Innovation™

28| R X ||

M etwark. Securnty Policy

NETGEAR L]

— Connection Security

& Secure v Only Connect Manually
" Mon-secure %
" Block

— Remaote Party [dentity and Addreszing

ID Type [IP Subret =]
Subnet: |1?2.15.n.n

b ask: |255_255.EI.D

Pratacal I.ﬁ.ll "I Foart I"i'"ll jl

v Lze :Secure Gateway Tunnel j

ID Type IDDmain M ame j IGatewa_l,l Haosthame j

Ie:-:ample.dyndns.nrg Ie:-:ample. dvridnz.org

Picture 1.2.4:

[W|security Policy Editor - NETGEAR ProSafe ¥PN Client == x|

File Edit ©Options Help

=1

I etwark, Securty Policy

EID by Connectionz
El@ Mew Connection

NETGEAR Y|

— by ldentity

Select Certificate Pre-Shared key |
INI:IHE j

IO Tupe Port

[E-mail dddress 7] [ = |

Iclient@

— Secure Interface Configuration
Yirtual Adapter I Required j

Internal Metwork, |P Address I'l 92.163.100.100

— Internet Interface

= I.-’.'-.ny j

IF Addr I.-’-‘-.ny
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GGf muss man unter Options -> Global Policy Settings die Option ,Allow to Specify
internal Network Address" aktivieren wie im folgenden Screenshot zu sehen:

"Global Policy Settings 1

Retransmit Interval [zeconds]: 45
Mumber of retries; 3
TCF Encap Local Port: 1]

v Send status notifications to peer hosts

I+ Allow to Specify Intermal Metwaork Address
[+ Enable IP5Sec Logging

[ Smart card removal clears keys

[ Enable NonIP Traffic

] 4 Cancel

Picture 1.2.5:

[W|security Policy Editor - NETGEAR ProSafe ¥PN Client == x|

File Edit ©Options Help

a NETGEAR LN

I etwark, Securty Policy

=1 My Connections — Security Palicy

E‘@ MNesw I:':'”ne':_t":'n —Select Phase 1 Megotiation Made
: = 3 My ldentity )

_ g Security Policy € Main Mode

. Other Connections * aggressive Mode

= Use Manual Keys

¥ Enable Perfect Forward Secrecy [PFS]

FFS Fey Gioup | DiffieHelman Group 2 )

¥ Enable Feplay Detection
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1.3 Client to DG834/B/G/GB

Picture 1.3.1:
VPN - automatische Policy

NETGEAR

Connect with Innovation™

Allgemeines
Falicy-Hame
Entfernter WFHN-Endpunkt

p METBIOS aktivieren

Example

Adresstyp: | Dynamizche |P-ddresse

[

Adressdaten: In.-"a

I_ IKE keep Alive Fing an IP-Adresse:I I I

Lokales LAN

IF-Adressze | Subnetz-Adesse - |
Einzelne!ﬁnfangsadresse:IJ_'?Z _IJ_E _ID _ID
Endadresse: I I I I
Subnetzmaske: [zes |zss o .o

Ertferntes LAN

IF-Adresze | Einzelne Adresze =]
Einzelne.fAnfangs-IP-Adresse:IJ_S!Z _IJ_ES _I_'LI:II:I _IJ_I:II:I
End-IP-Adresse: I I I I
Subnetzmaske: [zs5 .|zss .[zss .o

IKE

Richtung | Mur Responder ;I

Austauzchmodus Im

Diffie-Hellman-Gruppe (DH)
Laokaler dentitdtstyp

[raten
Entfernter Identititstyp

Craten

| At ;I

| Yolistandiger Domanenname = |

|e:-:ample.d_l,lndns.nrg

I Yolstandiger Benutzermame ;I
|client@

Farareter

“Werschllszelungzalgorithmus
Authentifizierungsalgorithmus

Fre-Shared Key
SA-Lebenszeit

F FFS (Perect Fanvard Security) aktivieren

IEDES vl
I.-'l'-.uh:u vI

[L1z34567850

ISEDD [Sekundean)
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Picture 1.3.2:

[W|security Policy Editor - NETGEAR ProSafe ¥PN Client o =] B9

File Edit ©Options Help

NETGEAR

Connect with Innovation™

3B | x| |

Netwu:urk Securnty Policy

El _I by Connections

------ Lo My |I:|I3r'||:l|:_','
_ . g Securnty Policy
------ & Other Connections

NETGEAR L]

— Connection Security

& Secure v Only Connect Manually
" Mon-secure %
" Block

— Remaote Party [dentity and Addreszing

ID Type [IP Subret =]
Subnet: |1?2.15.n.n

b ask: |255_255.EI.D

Pratacal I.ﬁ.ll "I Foart I"i'"ll jl

v Lze ISecure Gateway Tunnel j

ID Type IDDmain M ame j IGatewa_l,l Haosthame j

Ie:-:ample.dyndns.nrg Ie:-:ample. dvridnz.org

Picture 1.3.3:

[W|security Policy Editor - NETGEAR ProSafe ¥PN Client == x|

File Edit ©Options Help

=1

I etwark, Securty Policy

= 3 by Connectionz
=- @ Mew Connection

: g Secunt_l,l Palicy
(- I:Ither Connections

NETGEAR Y|

— by ldentity

Select Certificate Pre-Shared key |
INI:IHE j

IO Tupe Port

[E-mail dddress 7] [ = |

Iclient@

— Secure Interface Configuration
Yirtual Adapter I Required j

Internal Metwork, |P Address I'l 92.163.100.100

— Internet Interface

= I.-’.'-.ny j

IF Addr I.-’-‘-.ny
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GGf muss man unter Options -> Global Policy Settings die Option ,Allow to Specify
internal Network Address" aktivieren wie im folgenden Screenshot zu sehen:

rGIu bal Policy Settings

1

Retransmit Interval [zeconds]: 45
Mumber of retries; 3
TCF Encap Local Port: 1]

v Send status notifications to peer hosts
I+ Allow to Specify Intermal Metwaork Address
[+ Enable IP5Sec Logging

[ Smart card removal clears keys

[ Enable NonIP Traffic

] 4 Cancel |

Picture 1.3.4:

[W|security Policy Editor - NETGEAR ProSafe ¥PN Client o =] B9

File Edit ©Options Help

=]

M etwark. Securnty Policy

ED by Connections
=gy Mew Connection

E g Security Policy
(- & Other Connections

NETGEAR AN

— Security Policy
— Select Phaze 1 Megatiation kode

i~ Aggressive Maode
i~ Usze Manual Keys

[¥ Enable Perfect Fonward Secrecy [PFS]

EFS Eey Group | Diffie-Hellman Group 2 j

¥ Enable Feplay Detection
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2

2.

2.
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. Router to Router VPN

1 FVX538/FVS338/DGFV338 to FVX538/FVS338/DGFV338

1.1 Side A (DGFV338)

Picture 2.1.1.1:

Edit IKE Policy

G Add New VPN Policy

Ciperation succeeded,

% General

3 Mode Config Record

Do you want to use Mode Config Record?
0 es LCINT
Seélect Mode Config Record:

Policy Mame: jroDNE |
Direction / Type:

Exchange Mode: [ Main i

]

Tde_ntiﬁer;'i'n,:pe ¢ [ Remote Wan IP ~

Salect Local Gateway: o ADSL [ Ethernet
iﬂén.‘ti"ﬁéfr'Tl,fﬁéfj Local Wan IP =
Identifier: [62.245.151.156.

Identifier: @:&;ﬁﬁ‘éﬁﬁ:ﬁ 1

!

ESA Parameters

E,-pcrup'_fion &lgarithrn: .
Authentication Algarithrn:
Authentication Method: {8 Pre-shared key " RSA-Signature
Pre-shared keyt :.-.c- Lo -4 ')
Diffie-Hellman [D'H:j,'.eréup; [Group 2 (1024 ki) =]

Sh-Lifetime (sec) 28200

i Extended Authentication

MI.ITH Earrﬁguralﬁl.m
% Hone

Authentication Tepe: :
e

Ci Edge Deuice
" IPSec Host
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Picture 2.1.1.2:

Edit ¥PN Policy

| Operation scheecied;

l-'-.‘olicw; Name_: DM

Policy Type: | Auto Policy -

SelectLocal Gateway: ™ apse T wan Ethernet

Remote Endpoint: ol I_P.ﬁd:dress-:
T Fopi; :
¥ Enable MetBIOS?

I Enable Rolidver?

i Traffic Salecton

“This field is not editable, because netbios is selecred.

Local IR Remote IF:
&t:_aft P _.F\d.ﬂr\e'_s's: : &t:_aft jij=] _.P.d'ﬂre'_s's: :

End IP Address: End IP Address

S.ubnet M-asic-_: S.uhnet M-asic-_:

SPI-Cwtgoing: Ep 34 o)
I—fn';'rl,gption Algorithm: | 2DES = TIntegrity Algorithmi | SHA-1 <
Key-Out Key-Out: :

{5 Ty &SN T )

i A to Palicy I'?_:a,ra. meters

&4 Lifetime [zE500
Encryption Algarithm: | 3DES - Inteqgrity Algoritﬁmi SHA-1 v

E'pps Kay Grou‘p:l DH Group 2 (1024 bit) _’.";.I

Select IKE _I‘Iulicw,g: .
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2.1.2 Side B (FVX538)

Picture 2.1.2.1:

Edit IKE Policy

NETGEAR

Connect with Innovation™

G} Add Hew wPN Policy

.- in'h__;.f'étiib n succeeded.

Eelect '!\':!qu_g_ Caonfig Recard:

fi g Rec ord

Do you want o use Mode Config Record?
C‘ E\"es F Mo

ﬁgnel:a_l

Policy Name:
Direction / Type:
Exchange Mode: [Main =]

Select hqcai :G,atewal,:_-' FWP;NI "ﬁ WANZ
Identifier Type: | Local WanIF =
Identifier: [195.125.145.231

Remote

':Id'en"tfﬁele,tpe:i_ Remate Wan IP =

Identifier: [be

#1 IKE SA Parameters.

Encryption Algorithm: | 3DES |
Authentication Algorithmy | SHA-1 v

Authentication Method: {* Pre-sharad key

Ijr_"e-.._s[la"rec['kei,l: 12345678 KBy Lorairi < &3 Crar)

D'iFl:'i.e-Hellman (CH) Sroup: | Group 2 (1024 bit) jj

Sa-Lifetime (sec): [28800

(" R:S.?.-Sj.gnatl._lre

Extended Authentication

EAUTH Col‘i'ﬁguna'tion
[ HMone
i E-"t.:l.ge.I'B:euic_e
" IPSec Host

Authentication Tupe: | Uszer R
i ]
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Picture 2.1.2.2:

Edit ¥PH Policy

NETGEAR

Connect with Innovation™

Cperation. succa edad.

‘Policy Type
_.Selact Local Gateway:

Rermote Endpoint:

~

S —
| Auto Palicy -

Enable NetBIGS?
I Enable Rallover?

& owant O wanz

2] IF P!;:i.d't;_essi_

etzseriotine: |

o F'Q_D‘M

Traffic Selection

Local IP:
seur 10 Address: (22 1B 16
End iF".Ad'ﬂr_'es"s: E L :E L IE | IE ]

Subnet Mask: El

This field is not 'th't'a,{_:ilg, because ﬁet]?i'gs_, is selected,

Remote IR:
start 1P Address: [152][tes]p 1o ]
EndIP Addres=s B b b b ]

SubnetMask: [255|ss|Esslie |

4 Manual Pnlic','.-P!.il.‘am!te‘l:s

B Eb'l-lncoming:_ [:1-4‘::, ST
Encryption &lgorithm:
Keyrous|

L0ES e 530508 Uiy

B EI‘I'?_I-.E}utgoihg: t—] T 30 Chite )
Integrity Algorithm: | SHA-1
e

el 1 Char B S HE- TR Ry

Autn Pol l'i oy Para meters

M pes

lect IKE Policy:

g%

54 Lifetime 25800
Encryption Algorithm: [ 3DES ||+

Integricy Algorithmi [ SHA-1 =]

Key Group:| DH Group 2 (1024 bit) =]

| (e salectad
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2.2 FVX538/FVS338/DGFV338 to older models (FVS318v3 used here)

2.2.1 Side A (DGFV338)

Picture 2.2.1.1:

Edit IKE Policy G Add New VPN Policy

| Ciperation succeeded,

i .I'-iode_ﬁmﬁg,_ﬁgcqrd (F et % General

Do you want to use Mode Config Record?
e ® o policy Name: foors |
Seélect Mode Config Record: - Diraction f Type:

Exchange Mode: [ Main et

'Select'Loca[ Gateway: 1o ADSL r Ethernsat .TdE_I'ItiﬁEF;'i—'HpE ¢ [ Remote Wan IP ~

iﬂén.‘ti"ﬁéfr'Tl,fﬁéfj Identifier:
Identifier: [62.245.151.156.

e

Lol

A Parameters -

E,-pcrup'_fion &lgarithrn: .
Authentication Algarithrn:
Authentication Method: {8 Pre-shared key " RSA-Signature
Pre-shared keyt :.-.c- Lo -4 ')
Diffie-Hellman [D'H:j,'.eréup; [Group 2 (1024 ki) =]

Sh-Lifetime (sec) 28200

i Extended Authentication

MI.ITH Earrﬁguralﬁl.m
% Hone

Authentication Tepe: :
e

Ci Edge Deuice
" IPSec Host
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Connect with Innovation™

Picture 2.2.1.2:

Edit ¥PN Policy

| Operation scheecied;

l-'-.‘olicw; Name_: DM

Policy Type: | Auto Policy -

SelectLocal Gateway: ™ apse T wan Ethernet

Remote Endpoint: ol I_P.ﬁd:dress-:
T Fopi; :
¥ Enable MetBIOS?

I Enable Rolidver?

i Traffic Salecton

“This field is not editable, because netbios is selecred.

Local IR Remote IF:
&t:_aft P _.F\d.ﬂr\e'_s's: : &t:_aft jij=] _.P.d'ﬂre'_s's: :

End IP Address: End IP Address

S.ubnet M-asic-_: S.uhnet M-asic-_:

SPI-Cwtgoing: Ep 34 o)
I—fn';'rl,gption Algorithm: | 2DES = TIntegrity Algorithmi | SHA-1 <
Key-Out Key-Out: :

{5 Ty &SN T )

i A to Palicy I'?_:a,ra. meters

&4 Lifetime [zE500
Encryption Algarithm: | 3DES - Inteqgrity Algoritﬁmi SHA-1 v

E'pps Kay Grou‘p:l DH Group 2 (1024 bit) _’.";.I

Select IKE _I‘Iulicw,g: .
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2.2.2 Side B (FVS318v3)

Picture 2.2.2.1:

IKE Puolicy Configuration

NETGEAR

Connect with Innovation™

General

Policy Marne |t|:|ALI|

DirectioniType | Both Directions j

Exchange Made | bain badea j

Local

Local Identity Type |WAN P Address |
Local Identity Data |1 BE 1R 145252

Remote

Rermate Identity Type [Remots waN IP |
Remote [dentity Data ID'D_D;D

IKE SA Parameters
Encryption Algarithm

Authentication Algorithrm
Authentication Method

Diffie-Hellman (DH) Group
54 Life Time

[30ES =]
[SHaT1 =]

(v Pre-shared Key

I*w##****
¢ RSA Signature {requires Cerificate)
[ Group 2 (1024 Bit) =]

|2ssuu {gecs)

Apply | Cancel |
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Picture 2.2.2.2:
VPN - Auto Policy

NETGEAR

Connect with Innovation™

General
Palicy Mame

IKE policy

[T IKE Keep Alive
Remaote VPN Endpaint

ItDALI
| toALl = l

Fing IF Address:|n

J

8

I

Address Type: | Fully Qualified Domain Name j

Address Data: |beisser.|eﬂi.net

SA Life Time [zas00  (seconas)
M [Ebvtes)
M |PSe: PFS PFE Key Gruup:IGrDup2(1DE4 Bif) j
Traffic Selector
Local P Subnetaddress 7|
Start IP address: |1?2 .|;6 .ID ||:|
Finish IP address:fo .o .o .|
SubnetMask: 255 .|z55 |0 o
Remate IP Subnetaddress =]
StartIP address: |13z .|les .|o o
Finish IP address:|l:| .II:I .||:| ||:|
SubnetMask 255 .[|255 .[255 .[o
AH Configuration

™ Enable Authentication

AuthenticatinnAlgnrithm:l_SHA—1 "I

ESP Configuration

' Enable Authentication

Encryption Algnrithm:l JDES vI
Authentication Aldorithm: | SHA-T v'l

¥ RMETRIOS Enable

Back

Apply Cancel
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2.3 FVX538/FVS338/DGFV338 to DG834/B/G/GB

2.3.1 Side A (DGFV338)

Picture 2.3.1.1:

Edit IKE Policy

NETGEAR

Connect with Innovation™

G Add New VPN Policy

| Ciperation succeeded,

i .I'-'Iode_-l':;mﬁg,ﬁgcqrd

General

Do you want'l-]i use Mode lfdnﬁg'Re'co'rﬂ?
0 es LCINT
Selact Moda Config Recard:

wiew s lected

Exch

Policy Mame: froDhs |

ange Mode:

Select Local Sateway 1% apsL C Etharvet

i'ﬂén.‘ti"ﬁéfr'Tl,fﬁéfj Local Wan IP

Identifier: |B2.245.151.156

Tde_n#_:iﬁer;'i'_n,:pe i | Remote Wan IP =

Identifier [195.125,145,231

!

% “IKE SA Parameters -

Encryption Algaorithm: | 3DES =l
‘Authentication Algorithrm: [SHA-1 =]
Authentication Method: & Pra-shared key

Pre-shared key: (12345678 e

&y

™ RSA-Signature

Lecir g -4d Char )

Diffie-Hellman (DH) Group: [ Group 2 (1024 bitt =]

Sh-Lifetime (sec) 28200

i Extended Authentication

MI.I'I'H Earrﬁgura'ﬁ'l.m
% Hone
" Edge Drevice
" IPSec Host

Auth entication Type:

User Database -
oo [
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NETGEAR

Connect with Innovation™

Picture 2.3.1.2:

Edit ¥PN Policy

| Operation scheecied;

l-'-.‘olicw; Name_: DM

Policy Type: | Auto Policy -

SelectLocal Gateway: ™ apse T wan Ethernet

Remote Endpoint: ol I_P.ﬁd:dress-:
T Fopi; :
¥ Enable MetBIOS?

I Enable Rolidver?

i Traffic Salecton

“This field is not editable, because netbios is selecred.

Local IR Remote IF:
&t:_aft P _.F\d.ﬂr\e'_s's: : &t:_aft jij=] _.P.d'ﬂre'_s's: :

End IP Address: End IP Address

S.ubnet M-asic-_: S.uhnet M-asic-_:

SPI-Cwtgoing: Ep 34 o)
I—fn';'rl,gption Algorithm: | 2DES = TIntegrity Algorithmi | SHA-1 <
Key-Out Key-Out: :

{5 Ty &SN T )

i A to Palicy I'?_:a,ra. meters

&4 Lifetime [zE500
Encryption Algarithm: | 3DES - Inteqgrity Algoritﬁmi SHA-1 v

E'pps Kay Grou‘p:l DH Group 2 (1024 bit) _’.";.I

Select IKE _I‘Iulicw,g: .
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NETGEAR

Connect with Innovation™

2.3.2 Side B (DG834Bv1)

Picture 2.3.2.1:
VPN - Auto Policy

General

Policy Mame ItD.l'l".Ll

Remate VPN Endpaint s o [[Fully Qualified Domain Name =]
Address Data: |beizser lefti net

17. MetBIOS Enable

™ IKE Keep alive Fing IP Address: [ il ! |

Local LAN

IF Address I Subnet address *I
Single/Start address: [17z .ie Jo o
Finish address: I l I I
Subnet Mask; [zes |zse o o

Rermote LAN

IF Address | Subnet address =]
Single/Start IP address: |19z _[1ee _[o o
Finish IP address: | 3 g A
Subnet Mask: [z55 .|zzg 255 o

IKE

Direction | Initiakor and Responder =l

Exchange Mode I b ain Mode 'I

Diffie-Hellman (D H) Group | Group 2 (1024 Bit) -]

Local ldentity Type | wish IP Addiess |

Data In,.-';a
Remote |dentity Type I IP Addres= ;I
Data Iﬂ..-fa
FParametars

Encrplion Algorithm I 3DES vI
Authentication Algorithm I SHA-T = I

Pré-shared Key |1z345678

A Life Time IZSSCIEI (Seconds)

’7 Enable PFS (Perdfect Fonward Security)
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